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Digital technology offers exciting new opportunities and advances for ASEAN member states, 

individually and as a region. The benefits have so far been captured by first movers, especially 

in the United States. ASEAN countries need time and flexibility to develop their own digital 

industrialization strategies that can harness the potential gains and minimize the risks, and 

regulate accordingly. This paper explains how that opportunity would be foreclosed by a new 

normative framework on electronic commerce and cross-border services that is being 

systematically advanced by developed countries on behalf of their globally dominant digital 

industries. Starting with the Trans-Pacific Partnership Agreement, the template is being 

promoted through a network of mega-regional trade and investment agreements, including 

the Regional Comprehensive Economic Partnership and potentially the World Trade 

Organization. Instead of delivering a digital dividend to ASEAN countries, this model of e-

commerce could impede their development, create negative fiscal and employment 

consequences, and leave them dependent on an oligopoly of private corporations that control 

the global digital infrastructure and mass data. ASEAN member states will need to resist those 

proposals if they are to maintain their regulatory sovereignty and the policy space to 

capitalize on the 21st century digital revolution.  
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Introduction 

The world of digital economies, innovation, and global value chains (GVCs) is changing 

extremely rapidly. Every day there are stories about new technologies, services, and 

products that present unexpected possibilities and unforeseen challenges. There is potential 

to harness these innovations to revolutionize development across ASEAN, especially 

through regional initiatives that support its small and poorer members. If ASEAN countries 

are to maximize these opportunities, they will need international, regional, and national rules 

that facilitate digital industrialization, close the digital divide, and correct the development 

asymmetries that currently favour developed countries and their corporations. The wrong 

rules will deny them those benefits.  

This paper examines how a systematic strategy of norm-creation through new 

generation mega-trade and investment agreements could embed the current asymmetries for 

the indefinite future. The novel chapter on electronic commerce in the Trans-Pacific 

Partnership agreement (TPP) is largely mirrored in the draft e-commerce annex of the Trade 

in Services Agreement (TiSA), the terms of reference for the Regional Comprehensive 

Economic Partnership (RCEP), and Japan’s new bilateral free trade agreements (FTAs), 

including with the European Union (EU)2. The EU has taken over from the United States 

(US) in driving the multilateralization of that template, pushing for a negotiating mandate 

on electronic commerce at the 11th ministerial conference of the World Trade Organization 

(WTO) in Buenos Aires in December 2017 (MC11).  

The new e-commerce regime is not about ‘free trade’ and barely about real commerce. 

As with the WTO’s Agreement on Trade-Related Aspects of Intellectual Property Rights 

(TRIPS), it aims to protect and entrench the oligopoly of first movers. Achieving a 

development dividend through digital industrialization, especially for small and poor 

countries, requires a collective commitment to local investment and shared knowledge. 

Instead, the proposed new global norms would consolidate the dominance of the technology 

giants over digital technologies, infrastructure, services, and – above all – data, the new oil 

of the 21st century. ASEAN economies risk being locked into a state of dependency that 

some are describing as digital colonialism (Knowledge Commons, n.d.; Chaudhary and 

Moglen, 2017).  

                                                 
2 The notable difference is the failure of the parties yet to agree on rules relating to cross-border 

movement of data. 
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There are fiscal consequences too: a permanent ban on customs duties for economic 

transmissions could seriously deplete government revenues, while de-territorialization will 

foster the tax avoidance practices of companies like Google, Amazon, and Uber. Restrictions 

on the ability to regulate the digital domain also threatens non-economic imperatives of 

consumer welfare, economic stability, national security, privacy, and other citizens’ rights. 

There is no special and differential treatment in these agreements, nor any genuine 

development flexibilities that might redress their imbalances, aside perhaps from the RCEP.  

This paper begins by outlining the demands of the US digital industry that the Office of 

the United States Trade Representative (USTR) has adopted in its ‘Digital2Dozen’ agenda, 

and subsequently in the TPP. Their promotion of binding international rules appears to be 

in response to developing countries’ moves to regulate the unregulated digital domain, and 

a growing competitive challenge from China. Section 2 outlines some of the development 

concerns arising from these rules. The third section outlines the potential for ASEAN 

members to be exposed to these proposed new norms through agreements they are currently 

negotiating. That is followed by a more detailed review of the legal obligations on cross-

border services and e-commerce in the mega-agreements, and the weakness of protections 

for consumers, citizen rights, privacy, and national security. The final section reflects on the 

implications of these mega-agreements for ASEAN members who want to advance their 

national and regional development through digital industrialization. As of 2017, they are 

still in a position to adopt such strategies, individually and collectively. However, the paper 

warns that they will need to vigorously defend that policy space in their current and future 

negotiations. 

 

 

1. The US Demand for Rules 

 

Since the genesis in the US in the 1970s, the US government has insisted that the Internet 

remains a regulation-free zone. Discussions on Internet governance in the International 

Telecommunications Union (ITU) and the United Nations have been strongly resisted 

(Singh, 2017:11).3 Instead, the international regime has developed to reflect US domestic 

                                                 
3 Singh reports that India proposed to the UN General Assembly the creation of a Committee for 

Internet Related Policies, with a mandate similar to the OECD committee. But this was rejected by the 

US and other countries as a move towards governmental control of Internet.  



3 

law, which regulates telecommunications and protects the Internet from regulation.4 A 

private informal system of global Internet ‘stakeholder’ governance has emerged that is 

dominated by the major players, while the technical body that allocates domain names is 

controlled by a private company based in Los Angeles and governed by US law (Singh, 

2017: 8–10).5 Far from creating a level playing field, this has allowed giant American firms 

(symbolized by the acronym GAFA – Google, Apple, Facebook, and Amazon) to establish 

control over the digital technologies that will drive the world’s economies and societies in 

the coming decades – at least until some new technology that they do not control makes 

them redundant.  

 

1.1 The Digital Industry’s Demands 

 

Ten years ago, the world’s five largest companies by market capitalization were 

Microsoft, Exxon Mobil, General Electric, Citigroup, and Shell Oil. In 2017, they are Apple, 

Alphabet (parent company of Google), Amazon, Microsoft, and Facebook (PWC, 2017). 

According to Forbes magazine, 15 of the world’s 25 largest tech companies in 2017 were 

from the US, including 8 of the top 10: Apple, Microsoft, Alphabet, IBM, Intel, Cisco 

Systems, Oracle, and Facebook (Stoller, 2017). South Korea’s Samsung was the only non-

US firm in the top five. The world’s top three Internet companies – Amazon (e-commerce), 

Google (search engine), and Facebook (social media) – were American, although the next 

two largest were from China: Tencent (social media) and Alibaba (e-commerce) (Deutsche 

Welle, 2016).  

Specific segments of the market are highly monopolistic: in 2017, Google had an 88% 

market share in search advertising, Facebook controlled 77% of mobile social traffic, and 

Amazon had a 74% share in the e-book market (Taplin, 2017). Their priority has been to 

increase their global market share. Sometimes they achieve this through loss-leading 

behaviour that undercuts competitors in the short term, as Amazon has been attempting in 

                                                 
4 The stated goals of the US Telecommunications Act of 1996 (Code 47 U.S.C.¶230(b)) were to 

‘promote competition and reduce regulation in order to secure lower prices and higher quality services 

for American telecommunications consumers and encourage the rapid deployment of 

telecommunications technologies’ but to ‘preserve the vibrant and competitive free market that 

presently exists for the Internet and other interactive computer services, unfettered by Federal or State 

regulation’. 
5 The Internet Corporation for Assigned Names and Numbers (ICANN).  
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India (Peermohamed, 2016).6 Sometimes they buy up competitors and rising stars.7 The 

technology is the driver, not the sector. Google no longer just operates search engines; it is 

now testing fully driverless cars (Waymo, 2017). Amazon owns aircraft and airstrips, and 

has just patented a drone delivery system using parachutes to drop parcels on the doorstep 

(Levy, 2017). 

These and other first movers who own the intellectual property (IP) and data, control 

the platforms and markets, and dominate the multi-stakeholder forums of Internet 

governance hold a massive advantage. Their industry groups have intensively lobbied the 

Obama administration, and later the Trump administration, to secure global rules that 

prevent national governments from regulating digital technologies, services, and products 

in the future (Internet Association, 2017).8 A revolving door between the industry and the 

Office of the USTR has helped them. Robert Holleyman, who became the deputy USTR 

from 2014 to 2017 and led the Digital Trade Working Group, has spent 23 years as President 

and CEO of BSA/Software Alliance (Crowell Moring, 2017). Former USTR and US 

Ambassador to the WTO Michael Punke was appointed Vice-President Public Policy at 

Amazon in 2016 (Behsudi, 2017).  

The absolute priority for the major tech corporations is their right to control data, decide 

where in the world it is held and under what laws. Data is immensely valuable, financially 

and strategically. It can earn vast sums from advertising and be sold to private interests for 

commercial or personal purposes. It is the raw material used to analyse and influence social 

trends and shape public opinion by manipulating the content that individuals can see. 

Control over data can be abused by corporations and secured by the state to invade privacy, 

conduct surveillance, or cause tangible harm to individuals, businesses, and other 

governments. Equally, it can be censored by providers or governments for commercial or 

political reasons. Offshoring of data makes it extremely difficult to monitor compliance with 

privacy, consumer, or tax laws, let alone to enforce them. The status of financial data is 

                                                 
6 In 2016, it was revealed that Amazon was prepared to absorb vast losses from investing US$5 billion 

to become the top e-commerce site in India, and expanding into the lucrative entertainment sector.  
7 Google bought YouTube in 2006, Facebook’s subsidiaries include Instagram, WhatsApp, and 

Messenger. 
8 An open letter to the USTR, October 2016, from seven groups that encompass all the major players: 

Internet Association, Computer and Communications Industry Association, Information Technology 

Industry Council, BSA/Software Alliance, ACT/The App Association, Consumer Technology 

Association. The industry also wanted a chief digital trade negotiator appointed in Office of USTR and 

to expand USTR’s Digital Trade Working Group established in 2016 (USTR, 2016b). 
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especially sensitive, as regulators require immediate access at a time of financial crisis or 

institutional collapse.9 

Other industry demands include unrestricted rights to supply services across the border 

and a ban on requirements that cross-border suppliers have a local presence or that firms 

who are present in the country use local content or computer facilities. Technology transfer 

requirements should be prohibited, including obligations to disclose source codes for 

algorithms, apps or ‘smart’ products.  

 

1.2 The US ‘Digital2Dozen’  

Since 2010, the US has promoted the industry’s agenda in multiple international fora 

(OECD, 2014; G7, 2016; EU, 2017). In 2016, the USTR encapsulated them in what it called 

the ‘Digital2Dozen’ principles (USTR, 2016). These principles are carefully couched in the 

language of freedom and choice versus barriers, discrimination, and forced technology 

transfers or location: 

1. promoting a free and open Internet 

2. prohibiting digital customs duties  

3. securing basic non-discrimination principles 

4. enabling cross-border data flows 

5. preventing localization barriers 

6. barring forced technology transfers 

7. protecting critical source code 

8. ensuring technology choice 

9. advancing innovative authentication methods 

10. delivering enforceable consumer protections 

11. safeguarding network competition 

12. fostering innovative encryption products 

13. building an adaptable framework for digital trade 

14. promoting cooperation on cybersecurity 

15. preserving market-driven standardization and global interoperability 

16. eliminating tariffs on all manufactured products 

17. securing robust market access commitments on investment and cross-border services, 

including those delivered digitally 

18. ensuring faster, more transparent customs procedures 

19. promoting transparency and stakeholder participation in the development of regulations 

and standards 

20. ensuring fair competition with state-owned enterprises 

21. promoting strong and balanced copyright protections and enforcement 

                                                 
9 Financial data was not covered in the TPP. The e-commerce chapter in the EU–Japan FTA does not 

exclude financial services, but Article 6 in the Financial Services Chapter has square brackets. 
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22. advancing modern patent protection 

23. combating trade secret theft 

24. recognizing conformity assessment procedures.  

 

These principles formed the basis of the first comprehensive chapter on electronic 

commerce and new restrictions on a government’s ability to regulate cross-border, financial, 

and telecommunications services in the TPP. The USTR described it as ‘the most ambitious 

and visionary Internet trade agreement ever attempted’ (USTR, 2016a). The TPP text set the 

template for TiSA, which was well advanced before negotiations were suspended in 

November 2016.10 The same demands informed the US ‘non-paper’ tabled in the WTO in 

July 2016 (WTO, 2016).  

 

1.3 Digital colonialism 

The US initiative gained momentum as developing countries began to regulate Internet 

activities (ITIC, 2016). The US strategy follows a familiar historical pattern: rich and 

powerful countries make ‘global’ rules that are presented to the developing world as a fait 

accompli. Trade agreements are co-opted as vehicles through which to develop binding rules 

that benefit the first movers. The digital industrialization strategies of later adaptors, and 

regulations designed to protect their strategic and social interests, are decried as ‘market 

access barriers’, ‘discrimination’, ‘forced localisation’, or ‘digital protectionism’ (ITIC, 

2016). In a paper prepared for the South Centre, Parminder Singh observes how …  

In the emerging global digital order, developing countries, with the exception of China, 

are pushed to the periphery even more than in the traditional geo-economic arenas. A 

handful of nodes or centres, almost all of them in the US, control global networks of digital 

intelligence. Going by current trends, the level of structural dependency of developing 

countries in the digital society context is evidently going to be higher than ever. The 

phenomenon has also been called digital colonisation. (Singh, 2017: 6) 

This reality belies the notion that ASEAN countries and their firms, let alone their small 

and medium-sized enterprises (SMEs), might leapfrog the industrial development process 

and become significant players in the global cross-border commerce (South Centre, 2017a). 

The barriers they face are set to intensify, unless they can develop effective national, 

                                                 
10 TiSA, Annex on Electronic Commerce, undated (November 2016), http://www.bilaterals.org/?tisa-

draft-annex-on-electronic-32465  

http://www.bilaterals.org/?tisa-draft-annex-on-electronic-32465
http://www.bilaterals.org/?tisa-draft-annex-on-electronic-32465
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regional, and global regulation. The US tech industry is pushing for global rules to pre-empt 

such regulation.  

 

1.4 The China Challenge 

The other main impetus for the US to develop these rules was the challenge to its 

ascendancy from China, whose outreach into Asia and Africa threatens the US’s strategic 

and commercial objectives and the continued dominance of the US tech industry.  

China has embarked on a systematic programme of digital catch-up. It has developed 

local platforms and markets by strategically blocking its competitors, supported by 

requirements for joint ventures and technology transfer (Dragoo, 2017). Government 

agencies are required to use national cloud services. The ‘Made in China 2025’ strategy aims 

to create the world’s largest industrial robot market (Ma, 2017).  

China’s vision for cross-border e-commerce and Internet regulation is integral to the 

One Belt, One Road (OBOR) strategy to reestablish its historical trade routes (Greiger, 

2016). The ‘digital Silk Road’ component of OBOR is closely tied to the internationalization 

of its largest digital operator, Alibaba. Alibaba’s founder and executive chair Jack Ma 

describes his strategy as creating an ‘ecosystem’ that builds ‘the fundamental digital and 

physical infrastructure for the future of commerce, which includes marketplaces, payments, 

logistics, cloud computing, big data and a host of other fields’. Ma’s idea for an Electronic 

World Trade Platform (eWTP) centres on the establishment of digital free trade zones within 

and outside China (EUSME, 2016). Alibaba’s first offshore venture is a Digital Free Trade 

Zone in Malaysia in collaboration with the state-owned Malaysia Digital Economy 

Corporation, announced in March 2017 (Alibaba, 2017). Ma claims this model will facilitate 

small businesses and there is some evidence of that; he contrasts this to ‘pure-commerce 

players’ whom he predicts will face major challenges (Ma, 2016). However, Alibaba retains 

strategic control of the platform and data in its ‘eco-system’, which is where the real value 

lies (Transport Intelligence, 2016). In that sense, China’s strategy is as self-interested and 

anti-competitive as the US. 

There are additional tensions around the extent of state regulation. China’s digital 

industrialization initiatives have been accompanied by a goal, announced in the 12th Five 

Year Plan in 2011, to strengthen regulation of the Internet (Dragoo, 2017). The new 

Cybersecurity Law passed in November 2016 includes mandatory data storage inside China 

and data retention regulations. As Dragoo points out, China has framed Internet regulation 

as a matter of national security. That law effectively neutralizes competing considerations 
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of consumer rights and privacy. The US has lodged and won several disputes at the WTO 

relating to censorship (e.g. WTO, 2009), but these were driven by commercial interests, not 

by principle. A US pro-industry think tank attacked China’s new Cybersecurity Law as a 

‘vehicle for mercantilism’ (Cory, 2017: 5-7). Yet the Chinese market is sufficiently 

attractive for big players to comply; for example, Apple has built an iCloud data centre in a 

joint venture with a local company (Dragoo, 2017) and agreed to remove from its hardware 

the VPN apps that are used to disguise the location of the user (Al Jazeera, 2017). 

China is not averse to international rules on digital trade; it chaired the G20 when it 

adopted a broad list of principles on digital trade in 2016 (G20, 2016). But it does not support 

the US-led model. In a paper tabled in the WTO in late 2016 (WTO, 2016c), China argued 

for a gradual approach within the existing mandate of the working group on electronic 

commerce, which was set up in 1998 to discuss the issue. It cited Jack Ma’s eWTP as a 

possible pathway, which embodied ‘the spirit of solidarity’ that can benefit developing 

countries and their SMEs. To avoid polarization, WTO members should prioritize the ‘easy 

issues’ of promotion and facilitation of cross-border trade in goods and support services, 

such as payment and logistics services.  

China’s approach is clearly distinct from the US-led model, and it presents as pro-

development and supportive of SMEs (Shuiyu et al., 2017). But it carries a parallel risk for 

ASEAN that Alibaba and its affiliates will control Asia’s regional infrastructure, platforms 

and data, and become the gatekeeper for ASEAN countries wanting to harness new 

technologies and value chains for development.  

 

2. Development Implications of this Model 

 

Concerns about the potential development implications of the US-led agenda have 

grown since the draft e-commerce annex for TiSA was first leaked (Our World Is Not for 

Sale, 2014), followed by the release of the final TPP text in November 2015. While the main 

focus has been on the economic development implications, sensitive questions of 

government constraints on freedom of speech and inadequate protections for privacy and 

consumer rights also need to be addressed.  
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2.1 Digital industrialization policies  

Latecomer developing economies require coherent digital industrialization strategies. 

Catch-up policies include targeted investment in domestic infrastructure, technology and 

R&D; domestic preferences in public procurement; and technology transfer and joint 

ventures as a quid pro quo for market access and foreign investment. Domestic capabilities 

can be enhanced by requiring digital firms to have a local presence, store and process data 

locally, and use local computing facilities and infrastructure once they have been developed. 

Small and least-developed countries that cannot become self-sufficient may look to regional 

and cross-border collaborations for support that are not driven by purely commercial 

imperatives.  

Various ASEAN members have already adopted one or more of these strategies. Many 

of those strategies would be unlawful under the mega-agreements. The US Information 

Technology Industry Council (ITIC) presents an annual catalogue of complaints to the 

USTR. Its 2016 submission targeted the practices of four ASEAN countries: Viet Nam, 

Indonesia, Malaysia, and the Philippines (ITIC, 2016). 

 

2.1.1 Viet Nam (ITIC, 2016: 22-23) 

 Vietnam’s Decree on Information Technology Services 2013 requires every digital 

service or website to locate at least one server in Viet Nam.  

 A new draft decree on the use of Internet Services and Online Information gave only a 3-

hour window for compliance with content takedown requests. ITIC said that deviates 

from international standards on intermediary liability frameworks. 

 ITIC objected to additional ‘long and inflexible’ data retention requirements, local 

presence requirements for foreign game service providers, requirements to interconnect 

with local payment support service providers, and ‘other market access barriers’.  

 The Law on Network Information Security appeared to require source code disclosure of 

encryption software, encryption key surrender and the transfer of proprietary trade secrets 

of cybersecurity products.  

 The requirement to obtain licences to sell products within Viet Nam could be 

implemented in a discriminatory way.  

 The Decree Guiding Law on Cyber Security imposed broad import–export and business 

licensing and certification requirements on various ICT products that had cryptographic 

capability and strict local presence requirements for providing cybersecurity services.  
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 A draft IT services decree would have included additional data localization requirements 

and restrictions on cross-border data flows that had been shelved, but ITIC noted 

suggestions it was being reconsidered.  

 Many of these policies would be prohibited under the TPP. 

 

2.1.2 Indonesia (ITIC, 2016: 15) 

 The Draft Regulation Regarding the Provision of Application and/or Content Services 

Through the Internet (2016) was said to impose ‘vague requirements’, such as ‘must place 

a part of its servers at data centers within the territory of the Republic of Indonesia’.  

 Indonesia’s regulations require localization of data centres and disaster recovery centres, 

disclosure of source code for software developers, and other costly obligations.   

 The new patent law requires foreign patent holders to transfer proprietary technologies 

to local companies and to make the product or use the process in Indonesia. 

 Strict local content rules are being phased in on new smartphones, laptops, etc.  

 Proposed tax measures conflict with the multilateral principles11 of the Organisation for 

Economic Co-operation and Development (OECD) and would compel foreign services 

to create a permanent establishment in Indonesia in order to do business and undertake a 

rigorous process of registration.  

 The local presence requirements would likely violate Indonesia’s commitments to the 

General Agreement on Trade in Services (GATS) to allow computer and related services 

to be provided on a cross-border basis. 

 Investment in and importing of mobile phones were being relaxed but direct sales to 

consumers were still prohibited. 

 

2.1.3 Philippines (ITIC, 2016: 18) 

 A draft administrative order in 2014 required government agencies to buy cloud services 

from the Philippine government’s cloud. 

 Other government procurement preferences generally favour local companies and locally 

produced materials and suppliers.   

 Telecom regulators have interpreted existing regulations to mean cloud service providers 

must obtain a Value-Added Telecom Services licence, which is open only to Filipino 

                                                 
11 Indonesia is not a member of the OECD. 
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companies. While that has not been consistently enforced, it will be severely limiting if 

it is. 

 

2.1.4 Malaysia (ITIC, 2016: 16) 

 Malaysia was proposing to include regulation of online services within the jurisdiction 

of its communications regulators. ITIC urged the USTR to respond by promoting a ‘light-

touch framework’ for regulating information services.  

 Malaysia should be encouraged to avoid creating market access barriers by subjecting 

foreign Internet services and applications to telecom-specific or public utility regulations. 

 

ITIC argues that these rules damage the interests of the host countries as well as their 

own businesses by restricting state-of-the-art technology and services, cost efficiencies, and 

consumer choice. Moreover, foreign firms might bypass those countries if such regulations 

were imposed. However, the self-interest of ITIC needs to be separated from genuine 

development arguments. Doing so requires a systematic and independent assessment that 

balances the anticipated benefits against the costs and risks, such as those outlined below.  

  

2.2 Anti-competitive practices 

‘Competition’ was among the new issues proposed and rejected at the WTO ministerial 

conferences in Singapore in 1996 and Cancun in 2003. The developed country proponents 

wanted rules requiring domestic competition. Developing countries said the real problem 

was the oligopolistic dominance and cartel-like behaviour of transnational corporations, 

which requires competition rules at the global level (Khor, 1996).  

The same arguments have resurfaced with the digital economy. The demand for a level 

playing field within countries belies the global concentration of corporate power. 

Competition may appear to occur at the retail or consumer end, but there is a near monopoly 

or cartel among those who control the digital platforms and outlets. Reflecting on the 

‘problem of bigness’ from a development perspective, Sabeel Rahman observes that: ‘Users 

are locked into a single platform, which then leverages this user base and vast store of 

underlying data to grow even bigger, colonize adjacent markets, and eventually, once other 

competitors are no longer a threat, raise prices’ (Rahman, 2016: 7). Or as Peter Thiel, 

founder of PayPal, Facebook board member, and adviser to the Trump administration, 

admitted frankly: ‘monopoly is the condition of every successful business (Thiel, 2014). 
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The concern that dominant Internet service providers (ISPs) can block access by others, 

prioritize content, and lower the speed for or extract rent from competitors is central to the 

net neutrality debate. In 2015, the US Federal Communications Commission (FCC) 

recognized that ISPs were so dominant that consumers had no real choice, and it reclassified 

the providers as telecom firms that are subject to common carrier requirements. The Trump-

appointed head of the FCC has promised to reverse that decision (Shepardson, 2017). In 

mega-agreements, net neutrality is subject to ‘reasonable network management’,12 which 

the providers are left to define. 

Rahman suggests three options that, in theory, could counter these anti-competitive 

practices. All options would be difficult for many ASEAN countries, and some would be 

unlawful under the mega-agreements: 

(i) Some governments, notably the EU, have tried to impose their internal competition law 

on the big players. Microsoft faced and lost an anti-competition case in the EU in 2007 

(Microsoft Corp v Commission, 2007). In June 2017, Google was fined 2.4 billion euro 

by the EU Competition Commission for a complaint that the company was unfairly 

promoting its own in-house services. Google was given 90 days to comply or face a 

significant additional fine of 5% of global daily revenues (EC, 2017).13 However, such 

inquiries are long and costly; the Google complaint dated back to 2010. Most ASEAN 

countries would have to depend on developed states with more sophisticated competition 

regimes and more resources to challenge such behaviours, and hope that successful 

outcomes applied globally. 

Competition law might also be used to impose restrictions on predatory behaviour 

(Peermohamed, 2016)14 and the consolidation of market power through mergers and 

acquisitions (Sen, 2017).15 However, even if that challenge succeeded, the size and 

resources of the major players mean that only other large players could compete in the 

long term, especially on a cross-border scale. 

(ii) The dominant players could be treated as natural monopolies in their market segments 

and regulated as public utilities, as telecommunications usually are. They could then be 

                                                 
12 TPP, Article 14.10(a). 
13 Independent assessments found that 91% of 25,000 random searches on Google put Google products 

in the top slot.  
14 In 2016, it was revealed that Amazon was prepared to absorb vast losses from investing US$5 billion 

to become the top e-commerce site in India, and expanding into the lucrative entertainment sector.  
15Amazon’s main competitor, Indian-owned Flipkart, received a US$1.4 billion investment from 

Microsoft, Tencent, and eBay, with a possible merger with Snapdeal, India’s third most popular online 

retailer.   
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required to share technologies, and license out search algorithms, advertising exchanges, 

and other key innovations for a nominal fee (Taplin, 2017). The mega-agreements would 

prohibit such measures. 

(iii)  Governments could conclude that market competition is insufficient incentive for 

competitors to build infrastructure, and establish a government-chartered entity to 

provide the service direct to the public. This presumes a country (or regional 

arrangement) has the necessary funding, technological capacity, access to proprietary 

knowledge, including source codes, and trained local personnel – none of which can be 

required under the mega-agreements. This option might also fall foul of new disciplines 

on state-owned enterprises.16 

 

2.3 Foregoing benefits of foreign direct investment  

There are various development rationales for foreign direct investment, although they 

are not always achieved. Governments expect to improve access to and transfer of 

technology, strengthen domestic firms and state-owned enterprises through joint ventures, 

develop shared R&D, build managerial skills and train workers. They also aim to secure 

new export channels and efficiency gains through competitive pressures on local companies. 

Those opportunities are largely lost by requirements to allow foreign firms to supply services 

across the border, and prohibitions on requiring them to have a local presence, use the local 

facilities the country has invested in establishing, employ local people if they would gain 

access to proprietary knowledge, or transfer technology. While cross-border services might 

provide better quality, providers lack the commitment to maintain supply that would come 

with sunk investment and the country’s long-term dependency would intensify. 

 

2.4 Global value chains  

Research suggests that most integration of developing countries into global value chains 

(GVCs) since the ICT revolution of the 1990s is through cost-driven outsourcing, which 

does little to reduce the underdevelopment of host countries (Azarhoushang, et al., 2015: 

164). The value-added usually stays in the parent country, with locally earned profits 

repatriated through complex legal and accounting arrangements. In recent times, 

procurement sources in GVCs have become more fluid. That can benefit ASEAN 

                                                 
16 TPP, Article 17.4: Non-discriminatory treatment and commercial considerations, and Article 17.6: 

Non-commercial assistance. 
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economies, and even SMEs, provided they can compete. At the same time, the constant 

churning of commercial relationships also creates unpredictability and instability.17 

Moreover, those seeking to access international platforms or e-marketplaces to sell 

products must negotiate with the aggregator, such as Google or Amazon. Amazon dominates 

e-book and online print sales in the US and its subsidiary Audible.com is the primary 

supplier of Apple’s iTunes audio book store (Author Earnings, 2016). Sellers lack 

negotiating power and remedies. In one documented case, books of a company in dispute 

with Amazon over commissions disappeared off the site, shipment times were delayed, and 

searches for authors were redirected to works of other publishers (Thomson, 2017). 

As part of its anti-trust inquiries, the EU found increased use of contract restrictions to 

control product distribution (Fioretti, 2017). Big manufacturers are using selective 

distribution systems where products can be sold only by pre-authorized sellers, which gives 

the manufacturers more control over distribution, price, and brand image. Almost half the 

manufacturers using selective distribution systems blocked pure online retailers, such as 

eBay, from selling their products. eBay has complained that such bans prevent small 

businesses from selling products on online marketplaces. No tools in the agreements 

constrain these practices, and moves to do so could breach the disciplines on domestic 

regulation of technical standards for services or the administration of general regulations 

(discussed below).  

 

2.5 Artificial intelligence  

Rapid advances in artificial intelligence (AI) have economic, social, and political 

implications. China-based Taiwanese venture capitalist Kai-Fu Lee predicts intense 

concentrations of wealth in the relatively few hands of those who control the complex AI 

technology (Lee, 2017). A multiplicity of rules in the mega-agreements – from source code 

secrecy and bans on technology transfer to unrestricted cross-border supply of services and 

financial flows – would constrain the development of local AI and its regulation.  

Lee observes that ‘strength begets strength’. He predicts that dominant players will 

move to capture AI in other countries, with the US dominating developed markets and 

China, the developing markets. Many jobs will be eliminated and not replaced, especially 

low-wage jobs that are currently created through offshoring of production and services. That 

                                                 
17 Seven of India’s IT firms reported 58,000 layoffs in 2017 as growth in the industry slows, companies 

seek fresh low-cost labour, automation displaces workers, and US politics affects IT industry policy; 

see (Sood, 2017).  
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is especially problematic for developing countries that will have growing populations, but 

fewer jobs. Lee underscores the paradox that managing this economic (and political) liability 

will require Keynesian-style transfers through increased taxation and redistribution, but the 

money made from AI will be transferred to the US and China.  

 

2.6 Digital products 

The scope of e-commerce has expanded from the delivery of tangible goods ordered 

through the Internet to electronically transmitted products and production through remote 

additive manufacturing (RAM), such as 3D printing. Rashmi Banga calculates that six 

countries have captured more than 85% of the e-services market that would deliver these 

digital products: China (40%), US (20%), the United Kingdom (9%), Japan (5%), Germany 

(4%), and France (4%) (Banga, 2017). Unrestricted rights to supply services across the 

border would entrench the dominance of, and structural dependency on, those suppliers and 

make it extremely difficult for firms in developing and small countries to participate 

meaningfully in international markets.  

There would also be significant impacts on traditional manufacturing. The huge 

reduction in manufacturing costs and the ease of relocation mean that competitive advantage 

will shift from high-volume low-cost manufacturers to owners of customer networks. Banga 

suggests the future for SMEs is especially bleak. She argues for a digital industrialization 

strategy and regulatory framework that can realistically address these challenges. That needs 

to be accompanied by improved Internet penetration, strengthening of national trade portals, 

improving the capacity of postal services, and strategic action plans to boost cross-border e-

commerce. These steps require ASEAN countries to retain their policy space. 

 

2.7 Fiscal and tax impacts 

Tax authorities already struggle with the tech giants’ complex global corporate 

structures. It is even more problematic to tax cross-border transactions and profits earned in 

a country when local presence is absent in that country. Tax exceptions in the mega-

agreements are complex and variable.18 

The new rules pose a second fiscal challenge. A temporary moratorium on customs 

duties on electronic transmissions at the WTO is renewed every 2 years. It was first agreed 

                                                 
18 For example, Article 14.3 of the TPP preserves the right to impose internal taxes on electronically 

transmitted content, provided they are imposed in a manner consistent with the agreement. Article 29.4 

is a complex provision that excludes tax from the agreement, subject to various carve-ins. 
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in 1998, when the current scale of coverage was unforeseen by most members (WTO, 1998). 

The new regime would ban those duties permanently. Banga conducted a tariff simulation 

analysis that projects serious revenue impacts for ASEAN countries as net importers of 

electronically transmitted products, especially for Viet Nam, Thailand, Philippines, 

Indonesia, and Cambodia (Banga, 2017: 13, Tables 3, 4, and 17). 

Governments could eventually lose customs duties for most non-agricultural 

manufactured products if the ban extends to cross-border transmissions of RAM, for 

example, the cross-border transfer of 3-D printing specifications for products that are then 

printed inside the country. The loss of tariff revenues and/or damage to domestic competitors 

would be huge. Developed countries that already have minimal or zero tariffs would be 

unaffected. Falling revenue would deprive ASEAN countries of the investment required for 

effective digital industrialization strategies and to address the impacts on local businesses, 

employment, and communities.  

An additional concern is the link between the customs duty moratorium and a 

moratorium on non-violation nullification and impairment disputes under TRIPS, which the 

US demands as a quid pro quo (Patnaik, 2015). If the current trade-off goes, developing 

countries may have to concede something else to secure renewal of the TRIPS moratorium. 

 

2.8 Safety, security, and citizens’ rights 

Businesses, households, communities, and governments are already heavily reliant on 

Internet search engines, digital platforms, websites, apps, and social media. That carries 

significant risks. Examples in the past year show how an ISP outage (Fung, 2017), faulty 

software or technical maintenance (Buck and Hollinger, 2017), or the installing of malware 

(BBC, 2017; Monaghan, 2017)19 can bring banking and payment systems (Reuters, 2017), 

an airline (Buck and Hollinger, 2017), railway (Times of India, 2017), and large parts of the 

global supply chain20 (Gonzalez, 2016) to a halt. Safety and security risks associated with 

artificial intelligence, such as drones, robots, and driverless vehicles, will also intensify as 

other, as-yet-unimaginable technologies evolve.  

Foreign states and private actors have even intervened in other nations’ electoral 

processes and created mayhem through politically motivated cyber-attacks (New York 

Times, 2017). There is greater awareness of the scope for commercial and political 

                                                 
19 The Wannacry attack in May 2017 affected 99 countries. 
20 The NotPetya cyberattack in June 2017 disrupted the supply chains of major manufacturers like 

Reckitt Benckiser, affecting the production of their suppliers. 
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espionage and sabotage, including by foreign governments. Citizens of other countries could 

be subject to legalized corporate and state surveillance, depending on where their data is 

located – something over which they have no control. People’s fundamental human rights 

are at risk from censorship of providers, sites, and content by the user’s home or host state, 

or by ISP and platform operators (UN, 2016). These restrictions can also nullify the 

economic and social benefits of widespread connectivity (Khan, 2009).  

The mega-agreements subordinate these considerations to the commercial interests of 

the industry and, as a later sector explains, the protections and exceptions are ineffectual 

where they are provided. 

 

 

3. Negotiating Challenges for ASEAN 

No ASEAN countries are currently subject to these rules, although Brunei Darussalam, 

Malaysia, Viet Nam, and Singapore will be if the TPP comes into force. However, all 

ASEAN members are parties to several negotiations in which similar proposals have been 

tabled. 

 

3.1 The Regional Comprehensive Economic Partnership  

In February 2015, the Trade Negotiation Committee (TNC) of RCEP endorsed a 

proposal to establish an e-commerce working group: 

The TNC reiterated the importance and potential of e-commerce to economic 

development and enhanced GVCs, including for the SMEs. The TNC also highlighted the 

need to seek balance between commercial interests and legitimate public policy and 

regulatory objectives. Further, the TNC noted the different levels of regulatory capacity and 

readiness among the RCEP participating countries or RPCs with regard to e-commerce. 

Most RPCs welcomed the recommendation to establish a Working Group on e-Commerce 

while a few RPCs were of the view that domestic consultation is required (RCEP, 2015). 

As Table 1 shows, the headings in the terms of reference for negotiations on e-commerce 

largely follow the TPP and TiSA template. 
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Table 1: Comparison of TPP with Proposed Elements for RCEP Terms of 

Reference for e-Commerce* 

TPP RCEP Proposed elements for terms of 

reference  

Article Provision If yes: 

Article 

Provision 

14.9 Paperless trading Y: II Paperless trading 

14.6 Electronic authentication and 

electronic signatures 

Y: II Electronic signatures and digital 

certification 

14.7 Online consumer protection Y: III Online consumer protection 

14.8 Personal information 

protection 

Y: III Online personal data protection 

14.14 Unsolicited commercial 

electronic messages 

Y: III Unsolicited commercial email 

14.5 Domestic electronic 

transactions framework 

Y: III Domestic regulatory frameworks 

14.3 Customs duties Y: III Customs duties 

14.4   Non-discriminatory 

treatment of digital products 

Y: III Non-discriminatory treatment of 

digital products 

14.13 Location of computing 

facilities  

Y: IV Prohibition on requirements 

concerning the location of 

computing facilities 

14.17 Source code  Y: IV Prohibition on requirements 

concerning the disclosure of source 

code 

14.11   Cross-border transfer of 

information by electronic 

means 

Y: IV Cross-border transfer of 

information by electronic means 

* Adapted from a table prepared by Sanya Reid Smith from Third World Network  

 

The author’s discussions with negotiators confirm that an e-commerce text has been 

tabled in RCEP that largely mirrors the TPP, with Japan as principal proponent. However, 

no information on the state of negotiations in this chapter is publicly available.  
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3.2 ASEAN negotiations with the EU 

ASEAN and several of its members have been or are negotiating FTAs with the EU, 

which is the world’s largest exporter of digitally delivered services (Council of the EU, 

2017: 1).21 Until recently, the EU was not a strong proponent of e-commerce rules in its 

agreements. Chapter 8 on Services, Establishment, and Electronic Commerce in the EU–

Singapore FTA from 2014 (not yet ratified) focuses on cross-border services.22 The 

preliminary text of the EU–Vietnam FTA, released in February 2016, has two significant 

obligations: it adopts the EU’s Understanding on Computer and Related Services (discussed 

below) and Chapter VI on Electronic Commerce imposing a permanent prohibition on 

customs duties on electronic transmissions. Otherwise, the chapter just establishes a 

regulatory dialogue. Chapter 16 on e-commerce in the Comprehensive Economic and Trade 

Agreement between Canada and the EU (CETA) also has limited scope and obligations. 

There is no public information on the EU’s approach to e-commerce in the FTA negotiations 

with Indonesia (European Commission, 2017a).23  

The text of the EU–Japan Economic Partnership Agreement, released in July 2017, 

signals a significant shift for the EU. The chapter goes beyond the TPP in several respects,24 

although the sensitive matter of cross-border data flows is unresolved due to an internal 

conflict in the European Commission over the right to privacy.  

 

3.3 Electronic commerce at the WTO 

The EU has also taken the lead in pressing for e-commerce negotiations in the WTO. In 

1998, the WTO General Council agreed to a Work Programme on Electronic Commerce 

with a limited mandate to discuss the issues. The preamble recorded that the General Council 

would establish a comprehensive work programme to examine all trade-related issues 

associated with global electronic commerce, including those issues identified by members. 

The work programme would involve the relevant WTO bodies, take into account the 

economic, financial, and development needs of developing countries, and recognize that 

work is also being undertaken in other international fora. The General Council should submit 

a progress report and any recommendations for action at the Third Session of the Ministerial 

Conference (WTO, 1998). E-commerce was defined for the purposes of these discussions 

                                                 
21 The EU estimates the global market in e-commerce is worth over 12 trillion euros.  
22 EU–Singapore Free Trade Agreement, signed in June 2015, Sub-section 3, Article 8.21 commits the 

parties to adopt the EU’s Understanding on Computer Related Services, described above. 
23 The report of the second round of negotiations in January 2017 does not refer to e-commerce.  
24 For example, Chapter VI, Article 3 bans customs duties on electronic transmissions.  
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as ‘the production, distribution, marketing, sale or delivery of goods and services by 

electronic means’ (WTO, 1998: para 1.3). 

Since then, discussions have taken place across the Council for Trade in Goods, Council 

for Trade in Services, TRIPS Council, and the Committee on Trade for Development. 

Various reviews and reports were made, including to ministerial conferences.25 But there 

was little momentum until July 2016 when the US tabled a ‘non-paper’ setting out 16 

demands, based on its ‘Digital2Dozen’ principles (WTO, 2016). The US has not actively 

intervened since then, presumably because its negotiating positions and relationship to the 

WTO are under review by the Trump administration. However, various statements indicate 

strong US support for TPP-style digital rules in future trade negotiations (Caporal, 2017). 

The US may be happy to leave the WTO groundwork to the EU, Japan, and others. 

There has been a flurry of activity leading up to the MC11 in December 2017. Japan sought 

to ‘reinvigorate’ discussions on e-commerce around the same time as the US non-paper 

(WTO, 2016a; see also WTO, 2017). The EU and others tabled a comprehensive proposal 

in January 2017, but that faced strong push-back from many developing countries (WTO, 

2017a). In May 2017, the EU strategically trimmed and relabelled its proposal ‘facilitating 

on-line transactions’ (WTO, 2017b). However, the ‘trade facilitation’ elements from its 

earlier paper included substantive rules that clearly form part of the EU’s ultimate objectives 

(WTO, 2017a: 3). 

Developing countries have taken divergent positions in the WTO and related 

discussions in UNCTAD (South Centre, 2017). A group of Friends of e-Commerce for 

Development, including several ASEAN countries,26 has supported negotiations in the hope 

that it facilitates economic growth and development, especially for MSMEs (WTO, 2017c). 

Interestingly, their workshop in April 2017 at the WTO was jointly hosted by the US 

National Foreign Trade Council Global Innovation Forum, as was a reception for the 

Director General of the WTO (GIF, 2017). The least developed countries (LDCs) have led 

the opposition, along with the Africa Group who objected that the proposals would 

undermine their regional development strategy for socio-economic transformation ‘Agenda 

2063’ (WTO, 2017g, para 5.36). China’s only tabled paper, from November 2016, did not 

support a new WTO mandate. It argued for a consensus approach to address a more limited 

                                                 
25 These are accessible at: https://www.wto.org/english/tratop_e/ecom_e/ecom_e.htm 
26 Brunei Darussalam, Malaysia, and Singapore. 
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agenda of customs duties and facilitation (WTO, 2016b), which is consistent with its One 

Belt One Road digital initiative.  

At the time of writing ASEAN had not taken a firm position on a WTO mandate to 

negotiate. A non-committal communication in April 2017 noted that e-commerce was not 

new to the WTO and there was room for clarifying how new concepts fit (WTO, 2017d). 

While there were opportunities for MSMEs from lower cost barriers and greater inclusion, 

there were challenges from a lack of infrastructure and knowledge, limited e-payment 

options, regulatory barriers and uncertainty, limited access to enabling services, online 

privacy and security issues, gaining consumer confidence and ongoing digital divides. The 

paper observed that the development of facilitative trade rules could be supportive if that 

reduced regulatory uncertainty, and there was a role for international organizations and 

donor partners. ASEAN had set up a coordinating committee on e-commerce in November 

2016 and was itself working towards an e-commerce agreement.  

These various negotiating forums will require ASEAN to determine its position on the 

US-led model sooner rather than later. 

 

 

4. The New Legal Texts  

 

Every agreement has idiosyncrasies that reflect the parties and the power dynamics 

between them. Despite that, a common core of text is populating the contemporary mega-

agreements. It has a chameleon-like presence: the same provisions may appear in chapters 

on cross-border services, investment, e-commerce, intellectual property, and transparency. 

Most were re-categorized as services rules for the purposes of TiSA. The following elements 

therefore need to be viewed as a whole: 

 cross-border services, whether committed in positive list schedules or subject to 

negative list annexes of non-conforming measures; 

 electronic commerce;  

 financial services; 

 telecommunications services; 

 intellectual property; 

 investment performance requirements; 

 localization requirements; 
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 state-owned enterprises; 

 customs duties on electronic transmissions; 

 payments and transfers; 

 balance of payments and prudential exceptions; 

 the general exception; and 

 the security exception. 

A thorough discussion of all these elements is beyond the capacity of this paper. The 

following analysis centres on the cross-border services and electronic commerce chapters. 

 

4.1 Cross-border services 

The digital era has given services a new significance. The ‘servicification’ of economies 

dates back to the early 1970s when agricultural, mining, fisheries, and manufacturing 

production began splintering into chains of discrete services activities. Today, digital 

technologies have enabled those services to be supplied across the border in ways that were 

previously unimaginable. New services have also emerged, such as leasing cloud storage. 

The Internet of Things has integrated digital services into physical goods, such as smart cars 

and household appliances. 3D printers render production itself an IT service. Automated 

services such as robots and AI are replacing human labour on production lines, stores, and 

transportation.  

A major goal of the mega-agreements is to future-proof services and technologies from 

regulation. Several complementary ways are used to achieve this.  

 

4.1.1 Classification of services 

The list used for classification of services known as W/120 (GATT, 1991) is based on 

a provisional UN Central Product Classification (UNCPC) that dates back to 1991,27 about 

the time the worldwide web was invented. The descriptions that accompany the 160-plus 

subsectors are sometimes specific and sometimes vague; some even include an undefined 

sub-category of ‘other’.28 The application of categories like computer and related services, 

telecommunications, business services, and financial services has expanded dramatically 

since 1991. There is an unresolved debate on whether and which new services may be 

captured by the old CPC list, and if so under which of several possible categories. Some 

                                                 
27 https://unstats.un.org/unsd/cr/registry/regcst.asp?Cl=9&Top=1&Lg=1  
28 For example, CPC 84: computer and related services. 

https://unstats.un.org/unsd/cr/registry/regcst.asp?Cl=9&Top=1&Lg=1
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agreements adopt new more detailed versions of the UNCPC, or other classifications, such 

as the International Standard Industrial Classification (ISIC), making it difficult to compare 

agreements. 

 

4.1.2 Computer and related services 

As part of the GATS 2000 round of negotiations, the EU proposed an Understanding on 

Computer and Related Services that sought to clarify coverage of technologies that enable 

the delivery of services (it did not want to revise the classification system itself) (WTO, 

2002).29 The EU asked members to inscribe the understanding in their schedules. However, 

the GATS 2000 negotiations and schedules were never concluded. Adoption of the 

Understanding or its equivalent is now a standard requirement in the EU’s FTAs. Making 

full commitments for all those computer and related services would potentially pre-commit 

governments to allow unrestricted cross-border provision of all digitally enabled services 

and never to impose measures such as preferences for locals, requirements for joint-

ventures, or restrictions on the volume or market share of certain services.30 

 

4.1.3 Cross-border services 

Uncertainty about the classification of services is compounded by the unanticipated 

expansion of their cross-border delivery. When the GATS schedules were drafted in the 

early 1990s, the technologies to supply services across the border (mode 1) were usually by 

mail, fax, or telephone (Adlung and Roy, 2005: 12, chart 3). Most WTO members limited 

their exposure in mode 1 (although acceding countries were required to make more 

commitments). Rudolph Adlung and Martin Roy speculate that:  

                                                 
29 8. Computer and related services, regardless of whether they are delivered via a network, including the 

Internet, include all services that provide: 

· consulting, strategy, analysis, planning, specification, design, development, installation, 

implementation, integration, testing, debugging, updating, support, technical assistance, or management 

of or for computers or computer systems; or 

· computer programmes defined as the sets of instructions required to make computers work and 

communicate (in and of themselves), plus consulting, strategy, analysis, planning, specification, design, 

development, installation, implementation, integration, testing, debugging, updating, adaptation, 

maintenance, support, technical assistance, management or use of or for computer programmes; or 

· data processing, data storage, data hosting or database services; or 

· maintenance and repair services for office machinery and equipment, including computers; or 

· training services for staff of clients, related to computer programmes, computers or computer systems, 

and not elsewhere classified. 
30 The rules of trade in services agreements apply to ‘measures that affect the supply of a service’. 
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Members may have hesitated to undertake commitments under this mode out of 

uncertainty of the legal implications and perceived constraints on their ability to intervene 

later for regulatory purposes or employment-related and other strategic policy reasons … 

or to encourage delivery of services through investment in the country (2005: 12). That 

caution now seems justified. The provision of cross-border services has grown 

exponentially, both for the infrastructure of the digital economy, such as computer and 

related services, telecommunications, financial, transport and distribution services, and for 

specific sectors like audio-visual, tourism, education, and the professions.  

Parties in the mega-agreements are under pressure to greatly increase their commitments 

on cross-border services, which may combine modes 1 and 2.  

 

4.1.4 Technological neutrality 

Under the concept of ‘technological neutrality’, commitments to allow the supply of a 

particular service would apply irrespective of the technology used to deliver that service – 

even if the technology (such as drones and driverless vehicles) was inconceivable when the 

schedule was drafted and the government would not have made the commitment had it 

known. If accepted, the concept would consolidate the dominance of first movers, especially 

in sectors where governments have made unlimited commitments on the cross-border supply 

of services.  

Developed countries treat the application of technological neutrality as a settled 

question and the WTO Secretariat has described it as ‘the general view’ of members (WTO, 

1999: para 4). However, scholars acknowledge that the legal status of the concept is 

contested (Mattoo, 2000: 15–17; Hu, 2013: 86). Technological neutrality is not referred to 

in the GATS text. Nor is it mentioned in the scheduling guidelines (WTO, 2001). An 

interpretive note to the Reference Paper on Basic Telecommunications says commitments 

pursuant to that paper are technologically neutral (WTO 1998: para 8), which implies a 

difference from the rest of GATS. Explicit references to technological neutrality in later 

agreements could be read in several ways. For example, the EU–Japan FTA says the 

principle of technological neutrality applies to electronic commerce,31 but there is no 

equivalent statement in the cross-border services chapter. A reference in just one chapter 

could imply that the principle is not more generally applicable, or that a similar statement is 

deemed unnecessary for services. 

                                                 
31 EU–Japan FTA, Article 1.3. 
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The concept has been argued in WTO disputes and was not rejected as a possibility 

(WTO, 2004: para 6.285; WTO, 2009: para 7.1257); however, panels have not relied on it 

for their decisions. Even if they had, the Dispute Settlement Body has no power to interpret 

the GATS. The Agreement Establishing the WTO reserves that right to the members, who 

are divided on the issue.32  

 

4.1.5 Local presence 

It is common for mega-agreements to ban requirements that cross-border service 

suppliers have a local presence inside the country.33 That poses serious obstacles to receiving 

countries’ ability to vet qualifications and assess compliance with technical and professional 

standards and consumer protections, as well as monitoring and enforcing the labour 

standards of workers who are delivering the service. Effective oversight and enforcement 

may become dependent on the laws of the country the services are supplied from, the 

cooperation of their regulators, affordable access to their legal systems, and their courts’ 

willingness to accept jurisdiction. Lack of a local presence may also pose practical and legal 

obstacles for the state’s ability to tax transactions and local earnings. 

 

4.1.6 Scheduling of commitments  

The GATS uses positive list schedules to record each WTO member’s commitments not 

to use proscribed market access measures34 and not to discriminate in favour of domestic 

services and suppliers (national treatment).35 The schedule specifies which of the W/120 

sub-sectors is subject to each rule, differentiating between modes of supply, and allowing 

limitations on any commitment in any mode. Developing countries insisted on this approach 

to maximize their control over their GATS commitments. Most subsequent FTAs involving 

ASEAN countries use positive list schedules. 

The major services exporting countries and their commercial lobbies object that positive 

lists minimize countries’ commitments and result in partial and fragmented coverage of their 

services operations. Three techniques have been developed in the mega-agreements to 

secure more extensive commitments and restrict the existing and future regulation of 

services, including services not yet created.  

                                                 
32 For example, China has repeatedly rejected its application in the GATS disputes.  
33 That may be located in the services or e-commerce chapter; e.g. TPP, Chapter 10: Cross-border 

services, Article 10.6; TiSA, Localization Provisions, November 2016, Art X.1. 
34 GATS Article XVI. 
35 GATS Article XVII. 
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(i) The negative list approach fully commits governments to all the relevant rules36 for all 

services and measures they do not expressly reserve. Reservations are usually listed in 

two annexes or schedules. One annex allows a party to specify existing measures that 

will not be subject to certain rules, but these measures cannot be made less-conforming 

(more restrictive) in the future (a ‘standstill’). In some agreements, that annex is also 

subject to a ‘ratchet’, which automatically locks in any future liberalization. A second 

annex allows governments to explicitly preserve the right to maintain and adopt 

measures for specific sectors or activities that would otherwise contravene specified 

rules (‘policy space’ reservations). Both schedules must be negotiated with the other 

parties.  

 

The Internet Digital Economy Alliance explains the benefits to the industry and risks to 

the governments: ‘A negative list approach is much more future proof, but also means that 

countries must be comfortable with the idea that over time the commitments to liberalization 

they are making will expand automatically’ (IDEA, 2013, page 3, fn 13). Put another way, 

a negative list forecloses the ability of a government to address policy, regulatory, social, or 

political failures, unless it had the foresight and negotiating strength to preserve the 

necessary policy space or can successfully invoke one of the agreement’s exceptions 

(discussed below). This approach is high risk in legal and political terms, even for 

governments with a long experience of liberalization, privatization, deregulation, and 

market-based regulation, and which have well-resourced bureaucracies and experienced 

negotiators.  

 

(ii) The hybrid approach has several variations: 

 TiSA uses a hybrid of a positive list for market access and a negative list for national 

treatment and other ‘anti-localization’ rules. 

 The parties to the Indonesia–Japan FTA were required to identify services sub-sectors in 

their positive list schedule that would be subject to a standstill, meaning no more 

restrictive measure could be adopted in the future for those sub-sectors.37 

                                                 
36 These may include national treatment, local presence, performance requirements, senior managers, and 

boards of directors. 
37 Agreement between Japan and the Republic of Indonesia for an Economic Partnership Agreement 

2007, Articles 81.3 and 81.4. 
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 RCEP allows parties to use either a positive or negative list; only Australia has chosen 

the latter.38 However, additional requirements have been proposed for RCEP’s positive 

lists. The parties would have to apply a standstill and ratchet to their limitations for a 

minimum number of those sub-sectors on which they have made commitments with 

limitations. They must also either identify sectors in their schedules to which they will 

apply the most-favoured-nation (MFN) rule to future FTAs (‘MFN forward’)39 or draw 

up a ‘transparency list’ that describes the current measures that are protected in their 

schedules, with the clear intention that these can be converted into a negative list annex 

in the future. 

 In the GATS, commitments on the commercial establishment of services (mode 3) are 

made in the positive list services schedule. Some agreements that have investment 

chapters leave mode 3 in the services schedule, while non-services investment is covered 

in a negative list annex. Drafting and interpreting these schedules become technically 

complex, especially as the boundary between services and non-services investment is 

unclear and different classifications systems may be used.40 Alternatively, all forms of 

investment might be covered by the negative list annexes, which makes it difficult to 

compare a country’s mode 3 commitments in its positive list agreements. 

 

(iii) Sectoral chapters or annexes may require full or a minimum level of commitments 

on particular sectors, sub-sectors, or modes (especially mode 1).  

 

4.1.7 Domestic regulation 

In addition to standard market access and national treatment rules, there is pressure for 

new disciplines on how governments can regulate licensing requirements and procedures,41 

qualification requirements and procedures,42 and technical standards.43 All three forms of 

regulation are crucial for digitally provided services. They are already difficult to apply 

when services are operated across the border. 

                                                 
38 RCEP, Text proposal from Australia, New Zealand, and the Republic of Korea, Article [X], Schedule 

of Specific Commitments, undated. 
39 Requiring RCEP parties to receive any better treatment provided in future FTAs. 
40 ISIC is often used for investment schedules. 
41 The authorization of a company and/or personnel to supply a service and the procedures to gain a 

licence.  
42 The competence of a person to supply a service, and which the person needs to show before she or he 

is authorized to supply that service, and the administrative and procedural rules to show the person 

complies. 
43 Measures that lay down the characteristics of a service or the manner in which it is supplied. 
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Developing countries have successfully resisted demands for such disciplines in the 

GATS. The TPP and TiSA texts are also limited because the US cannot restrict the 

regulatory authority of its states. However, there is a major push to include sweeping 

disciplines on these forms of domestic regulation in RCEP and recent EU FTAs, and 

renewed pressure in the WTO. The proposed restrictions could apply to central, regional, 

and local governments as well as delegated bodies, such as professional associations.  

 

The following wording is from recent EU FTAs:44  

 Measures relating to licensing requirements and procedures and qualification 

requirements and procedures must be based on criteria that are clear, objective, 

transparent, made public in advance (the EU–Vietnam and EU–Tunisia said established 

in advance), and accessible.  

 Licensing and qualifications procedures must be clear, made public in advance, ensure 

applications are dealt with objectively and impartially, be as simple as possible, and not 

themselves restrict the supply of the service or the pursuit of any other economic 

activity.  

 Authorization fees must be reasonable, transparent, and not themselves restrict the 

supply of the service or pursuit of any other economic activity (this does not include 

fees for use of natural resources, fees for government procurement tenders, or 

contributions to universal service obligations).  

 Procedures and decisions must be impartial and reached independently. Time frames 

must be reasonable for applicants but limited for the authorities, who must also explain 

the reasons for their decisions and provide for appeals. 

 

The bland terminology of ‘reasonable’, ‘objective’, ‘impartial’, and ‘transparent’ 

obscures the extent to which current and future regulatory approaches would become open 

to challenge. They would also impose significant administrative and budgetary burdens on 

all levels of government, even where application of the obligations is limited by a party’s 

schedule or negative list of reservations. 

Technical standards are especially important for the digital economy, as they include 

the rules on how and where data is stored or used; quality and operating standards and 

practices for the Internet, telecommunications, and e-finance; conflicts of interest and ethical 

                                                 
44 For example, CETA Chapter 12. 
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codes; universal service obligations; and consumer protections and privacy rules. The new 

disciplines on technical standards tend to be weaker; for example, the domestic regulation 

chapter in CETA does not mention them, but they are explicitly covered in the 

telecommunications chapter, especially for rights of interconnection45. 

The author understands that New Zealand and Australia are pressing for strong 

disciplines in RCEP across all these areas of domestic regulation. That includes a 

requirement for governments to ensure that measures do not constitute ‘unnecessary barriers 

to trade in services’, which means choosing the regulatory option that imposes the least 

burden on commercial interests to achieve permitted objectives. 

Finally, measures of general application that affect services transactions must be 

administered in a reasonable, objective, and impartial manner. These open-ended words 

invite disputes over the administration of a wide range of services, especially services 

delivered across the border (mode 1). They could apply, for example, to a decision not to 

grant a licence or authorization to operate a service, processes for proving the authenticity 

of an offshore supplier’s qualifications, disclosure and reporting requirements, procedures 

to assess compliance with consumer protection laws, or disciplinary actions and penalties 

imposed for a regulatory breach. This provision might also apply to tax measures.  

 

4.1.8 Specialist sectoral annexes  

Financial services and telecommunications have always been a priority for developed 

countries in trade in services agreements. Most US and EU FTAs either require the parties 

to adopt the voluntary GATS Reference Paper on Basic Telecommunications or incorporate 

the provisions of an extended version of the Reference Paper into a chapter or annex on 

telecommunications. The TPP and TiSA impose special obligations on major public 

telecommunications providers, which are implicitly targeted at public monopolies in 

development countries (Kelsey, 2017). Specific obligations on interconnection, access to 

unbundled services, rights of resale, and limits on universal service obligations all advantage 

large foreign telecommunication and digital providers. 

Digitization has also reordered financial services priorities. E-commerce requires secure 

and fast payment systems. Traditional banking transactions are cumbersome and costly. 

Most e-commerce is now conducted through electronic payment systems that use the major 

international credit cards, Visa and MasterCard, and specialist online exchanges such as 

                                                 
45 CETA Article 15.6 
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PayPal, Poli, and Alipay. Payment services are often integrated with platforms: eBay bought 

PayPal in 2002 but spun it off in 2015; Google has created Google Wallet; Apple has 

ApplePay. Alibaba’s banking and finance arm Ant Financial provides a broad range of 

financial services to more than 450 million customers. It operates the Alipay mobile 

payment platform at home and markets it to offshore retailers with a large Chinese customer 

base (Bradley, 2017). Alipay and other payments platforms are integral to Jack Ma’s e-

commerce ‘ecosystem.’ 

Digitally enabled cross-border financial services are highly lucrative in their own right 

and present serious regulatory challenges as the finance industry finds ever-more creative 

and non-transparent ways to circumvent national regulation. Product and qualification 

standards, ethical codes, and the company’s employment practices can become impossible 

to monitor effectively or enforce when, for example, insurance companies operate from 

offshore through call centres or online. Financial and tax regulation may be rendered 

impotent if offshore financial firms are not required to have any local presence or store data 

locally. 

Many ASEAN countries have already taken commitments on financial services in mode 

2, and sometimes mode 1 as well. That is problematic, given uncertainty about how modes 

1 and 2 are interrelated: for instance, cross-border financial transactions are mode 1, but the 

offshore bank account involved in those transactions is probably consumption of a service 

abroad (mode 2).   

The mega-agreements may require countries to allow the sale of any ‘new financial 

services or products’ that are not currently provided in their territory, but are available in the 

territory of the other party. The precedent was established in the voluntary Understanding 

on Commitments in Financial Services among some WTO members.46 The preconditions 

vary. Some agreements say the provider of the new service or product must be established 

in the receiving country;47 that presumably increases the financial regulators’ ability to apply 

prudential measures, although the standard exception is weak and circular (Lang and 

Amarasekara, 2017: 30). Other agreements require the financial service or product to be 

permitted under the country’s existing law;48 yet innovative financial products are usually 

designed to circumvent existing regulations. These pre-commitments not to regulate as yet 

                                                 
46 Understanding on Commitments in Financial Services, Articles A and B.3-6. 
47 For example, Japan–EU FTA, Article 3. 
48 For example, TPP, Article 11.7. 
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unknown services and products pose especially high risks in an era when electronic trading 

in toxic financial products has contributed to contagious financial crises. 

 

4.1.6 Transparency 

‘Transparency’ provisions in the GATS require governments to make their laws, 

regulations, criteria, and procedures publicly available, and provide applicants with 

information on the progress and outcomes of licensing applications and authorizations. The 

mega-agreements extend this by providing rights for governments and their corporations to 

be informed of proposed new regulations in advance. Many developed countries already 

provide such opportunities in the name of ‘best practice regulation’. An EU-led proposal on 

transparency in domestic regulation (WTO, 2017e) and India’s Trade Facilitation for 

Services proposal (WTO, 2017f) are promoting the same obligations in the WTO.  

The transparency obligation may be couched as a ‘best endeavour’.49 The wording is 

usually neutral, referring to ‘interested persons’. In reality, major commercial interests and 

industry groups have superior resources to generate reports and submissions, and lobby 

governments (Azmeh and Foster, 2016:12–14, Table 1 and Figure 1). This entitlement can 

therefore skew the balance of interests in the lawmaking process, and increase the potential 

chilling effect if foreign corporations threaten to withdraw their investment or bring an 

investment dispute if the proposals proceed. There are already examples of tech corporations 

making such threats over new taxes and stricter regulation (Anderson, 2017). 

 

 

5 E-Commerce Rules  

 

The electronic commerce chapters or annexes in the mega-agreements embody virtually 

all the US tech industry’s demands. As noted earlier, the label e-commerce is misleading; 

very few of the rules are about commercial transactions per se. They embed the power of 

incumbents and erect barriers to digital industrialization by developing countries and their 

affordable and reliable access to GVCs. The TPP, TiSA, RCEP, EU–Japan FTA, and WTO 

proposals share three substantive elements, although individual agreements vary:50  

                                                 
49 For example, TPP, Article 26.2.  
50 For example, some rules in Chapter 9: E-Commerce of the Agreement between Japan and Mongolia 

for an Economic Partnership go beyond the TPP: an indefinite extension of the temporary moratorium 

on customs duties on electronic transmissions (Article 9.3) and a necessity test is imposed on Domestic 
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i. Prohibitions on national requirements to store or process data locally, transfer or provide 

access to source code, use local computer facilities, include local content in electronic 

transmissions, and transfer technology as a condition of foreign investment; 

ii. Weak provisions on the protection of consumers and personal information, restrictions 

on censorship, unsolicited commercial electronic messages (spam), and access to and use 

of the Internet and open networks; and 

iii. Promoting actual cross-border commerce by eliminating customs duties on electronic 

transmissions, streamlining transactions through electronic authentication and e-

signatures, and international cooperation. 

 

5.1 Unrestricted movement of data 

A government cannot stop a service supplier from another party operating in its country 

from transferring or processing data offshore, including personal or commercial 

information. While the rules do not explicitly refer to ‘storage’ of data offshore, such a 

restriction would be covered as a ‘measure that affects trade by electronic means’.51 

Governments are not allowed even to specify a list of acceptable countries to which the data 

can be transferred and processed.  

Under TiSA, the operator would simply have to establish a need to transfer the data 

offshore ‘in connection with’ the conduct of its business.52 In other agreements, it is ‘for the 

conduct of the business’,53 which would protect the export of data by operators of search 

engines and digital market places, as well as sectors like insurance, tourism, online 

education, and mining. Some agreements exclude government data from the rule; others 

may not.54 In practical terms, an Australian private hospital operator in Thailand could not 

be prevented from transferring Thai patients’ health data outside the country. The Indonesian 

government could not require a US-owned mining operator to hold data, such as safety 

records or inventory, within Indonesia. Uber could not be required to store financial records 

of local transactions in Malaysia for tax purposes.  

 

                                                 
Regulation (Article 9.9); but there is no formal prohibition on data localization requirements. In the e-

commerce chapter of the EU–Japan FTA, both Japan and the EU agreed to TPP-plus rules, but deferred 

the question of data transfers which the EU has yet to resolve internally. 
51 For example, TPP, Article 14.2.2. 
52 Proposal in TiSA, Article 2.2, Annex on Electronic Commerce, undated (November 2016).  
53 TPP, Article 14.11. 
54 This has not been decided, for example, in TiSA. 
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When personal and commercial information is held offshore, including ‘in the cloud’, it 

is beyond the subject’s control. The company that holds the data will choose the repository, 

but even it may not know which country the server is located and whose privacy and 

consumer regimes apply. Once the data is offshore, the government may lose the ability to 

regulate its use, abuse, or sale unless it can impose effective licensing or technical standards 

within whatever domestic regulation disciplines apply in the agreement. 

A government might be allowed to keep or adopt a measure that restricts the movement 

of information to achieve a ‘legitimate public policy objective’. What qualifies as a 

legitimate objective would ultimately be decided by a panel of trade experts. If its scope was 

limited to objectives that are widely recognised internationally, it would be difficult for 

governments to be proactive or take precautionary approaches to emerging problems. A 

measure that was considered legitimate might still be disallowed if it was applied in a way 

that constitutes ‘arbitrary or unjustified discrimination’ (even though the measures might be 

especially pertinent to foreign suppliers) or was a disguised restriction on ‘trade’, broadly 

defined.55 The latter would rule out digital industrialization measures.  

Rules that prohibit so-called ‘data localization’ need to be read alongside a country’s 

commitments on cross-border services. A government could already be prohibited from 

requiring data localization through commitments in a positive list schedule for data 

processing or database services, or a negative list that has no relevant reservations. A 

requirement to hold data in the country might also be problematic as a ‘measure affecting 

the supply’ of a committed sector if it was a condition of licensing or a technical standard 

for supplying the service, or an aspect of administering regulations of general application. 

The uncertainty and constantly expanding scope of these rules deepen the uncertainty that 

confronts local policymakers. 

There are special sensitivities about the transfer and location of financial data, especially 

at times of financial crisis or insolvency of individual firms. The finance industry argues 

that:  

Data location regulations reduce efficiency by requiring institutions to retain people and 

technology in local markets that they otherwise would not require, reducing margins and 

resources available for reinvestment. The rules degrade a financial institution’s ability to 

                                                 
55 Proposed in TiSA, Article 2.3, Annex on Electronic Commerce, undated (November 2016). The US 

has not agreed to this. 
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provide service in a seamless way to customers across countries and regions. (Kaplan and 

Rowshankish, 2015: 2) 

The US Treasury blocked the inclusion of financial data in the movement of information 

provision in the TPP. Under pressure from the industry, the USTR later proposed its 

inclusion in TiSA (Kelsey, 2017). The EU–Vietnam agreement required the parties to allow 

the financial service provider to transfer information in electronic form or other form into or 

out of the country for data processing in the ordinary course of business from 2 years after 

its entry into force. Each party is required to adopt or maintain ‘appropriate safeguards’ to 

protect privacy and personal data, including personal records and accounts.56 The language 

proposed by Japan in the EU–Japan FTA for unrestricted movement of financial data has 

not been agreed.57 

 

5.2 Location of computer facilities  

A government cannot require the use or location of computing facilities inside the 

country as a condition of supplying a service in that country.58 ‘Computing facilities’ means 

‘computer servers and storage devices for the processing or storing information for 

commercial use’.59 This ban is a major disincentive for governments to invest in upgrading 

their local infrastructure for domestic use in the hope of attracting foreign firms. Lack of 

such investment reinforces the country’s long-term dependency on foreign-owned and 

located infrastructure. A similar provision on legitimate public policy objectives to that on 

data transfers may apply. However, the TPP imposed an additional constraint that 

restrictions relating to local computer facilities must be no greater than needed to achieve 

the public policy objective (a necessity test).60 

 

5.3 Prohibited performance requirements 

The WTO’s Agreement on Trade-Related Investment Measures (TRIMS) prohibits the 

imposition of certain goods-related performance requirements on foreign investors. Mega-

agreements have expanded TRIMS to services. These provisions may be located in the 

investment, services or e-commerce chapters.61 The list of prohibitions has expanded in 

                                                 
56 EU–Vietnam FTA, Article (…) [sic]: Data processing. 
57 EU–Vietnam FTA, Article (…) [sic], Transfers of Information and Processing of Information. 
58 For example, TPP, Article 14.13. 
59 For example, TPP, Article 14.1. 
60 TPP, Article 14.11.3(b). 
61For example, in TPP, Article 9.10 Performance Requirements is in the investment chapter. 
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recent agreements and may ban requirements to (i) use local content (even in return for a 

subsidy), (ii) transfer technology and proprietary knowledge, (iii) use local or a particular 

technology, (iv) employ and train local personnel if that involves transfer of proprietary 

knowledge, and (v) consider trade balance. These are all common elements of a digital 

industrialization strategy. Governments are usually allowed to schedule reservations to these 

rules, subject to the difficulties noted earlier. 

 

5.4 No local content requirements on e-supply 

The US promotes a further rule that content supplied electronically must not receive 

more favourable treatment because it was created, produced, published, contracted for, 

commissioned, or first made available on commercial terms locally, or where the creator, 

producer, developer, or owner is local.62 That rule would prevent central or local 

governments from using preferences to support local firms to develop content or requiring 

use of local knowledge and cultural content to enhance the quality of the service provided. 

This restriction is most obviously targeted at the entertainment industry, apps and games. 

But it applies equally to services like education, consultancy, and research and development. 

It would not apply to subsidies or grants, government-supported loans, guarantees, and 

insurance.63 

 

5.5 Keeping source codes secret 

A source code is the formula for a computer programme that humans can read, which is 

then converted into an object code or machine code that the computer can be read. It can 

encompass anything from software in smart products to the algorithms used to run Google’s 

search engines and Amazon’s digital marketplace. Open source means it is accessible to 

everyone to use, copy, check, alter, or correct. Protected source codes could be described as 

trade secrets, which most countries protect under their competition or contract law. 

 

5.5.1 The non-disclosure rule: The basic rule on source codes says a government cannot 

require a person (firm or individual) of another party who owns software to transfer or 

provide access to the source code for that software as a condition for being allowed to supply 

the service.64 The EU–Japan FTA goes further; it bans disclosure requirements that would 

                                                 
62 TiSA, Article 10.3, Annex on Electronic Commerce, undated (November 2016), proposed by the US. 
63 TiSA, Article 10.5, Annex on Electronic Commerce, undated (November 2016). 
64 TPP, Article 14.7. 
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affect ‘trade by electronic means’.65 The ban includes transfer of source codes to a 

government. There is no ability to schedule a reservation on the source code provision. A 

‘legitimate public policy’ defence might apply, similar to the prohibition on restricting 

movements of data. But the measure must be accepted as ‘legitimate’, not involve ‘arbitrary’ 

or ‘unjustified discrimination’ against the owner of source code, and not be a disguised 

restriction on trade – again, excluding its use for digital industry policy. If it failed that test 

the government would have to rely on the general or security exception (discussed below). 

As with the rule on data transfers, a requirement for disclosure of source code could also 

be a licensing condition or a technical standard for the delivery of certain services. That 

could bring it under the ‘disciplines’ on domestic regulation proposed for the WTO and 

RCEP.  

 

5.5.2 Economic implications 

Monopoly rights over source codes have significant economic implications. Source 

codes are essential to competition and developing countries’ participation in the smart 

economy. Without such access, they are competing on an un-level playing field. There are 

parallels to the previous era of industrialization where intellectual property rights were used 

to shut the door on developing countries’ ability to catch up. At least with patents, the 

disclosure requirement makes it possible for competitors to enter the market once the patent 

expires, as generic medicine producers do. The source code monopoly has no such 

disclosure requirement. 

Relying on expensive imported technology makes domestic production uncompetitive. 

China has faced barriers to its goal of becoming a major producer of artificial intelligence 

for domestic and offshore use because the three main components of its robots are all 

imported and comprised 70% of production costs (Ma, 2017). This barrier can only be 

overcome by reverse engineering, which is extremely difficult with source codes; 

development of new knowledge, which few ASEAN countries would have the capacity to 

do; or compulsory disclosure of source codes. In addition, the secondary industry of 

component manufacturers and servicers of smart products would be unable to supply the 

necessary information. 

 

                                                 
65 EU–Japan FTA, Articles 4 and 1.4. 
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5.5.3 Non-economic implications: Secrecy of source codes also poses non-economic risks.66 

 

 Corporate non-compliance: Computer programmes are now embedded in smart 

products, from household appliances to motor vehicles to running shoes. Non-

disclosure of source codes makes it impossible to monitor compliance with product 

standards. Volkswagen’s fraudulent software for monitoring emissions, which was 

discovered fortuitously by researchers (Hotten, 2015), shows the importance of 

disclosure for consumer protection, enforcing environmental standards, and prosecuting 

criminal acts. 

 Judicial proceedings: Disclosure is a crucial evidential tool in civil proceedings, such 

as determining responsibility for faulty software or identifying algorithms used to 

manipulate financial trades or engage in anti-competitive practices, as in the case of 

Google. While the EU–Japan FTA allows governments to require disclosure of source 

codes to remedy a violation of competition laws, it does not cover disclosure to prove a 

violation.  

 Security and safety: As well as errors and design faults in software, there are growing 

risks from hacking and installing of malware. Those risks will intensify with the rapid 

expansion of AI and use of drones, robots, and driverless vehicles. Attacks on 

individuals or premises may also be routed indirectly through less secure software. 

 Financial risk and fraud: Complex algorithms are used to engineer financial products; 

conduct automated trading in currency, shares, and derivatives; allocate ratings to 

financial products; and assess risk for insurance. If the e-commerce annex applies to 

financial services, the secrecy of source code will fetter financial regulators and enable 

destabilizing and/or unlawful financial practices associated with fraud, company 

collapses, and financial crises.67  

 Manipulation of information: Algorithms may be used for practices that conflict with 

laws on consumer, labour, or human rights. Without access to them, it may be 

impossible to verify, let alone successfully prosecute, a breach. Examples include: 

o profiling that can lead to anti-consumer practices, such as arbitrary bans on access 

to digital marketplaces or activities (such as no-fly lists); 

                                                 
66 Based on research by Sanya Reid Smith, Third World Network, Malaysia, 2017. 
67 For example, the London Interbank Offer Rate (LIBOR) that provides the benchmark for interest rates 

from the City of London was subject to fraudulent manipulation by bankers in 2012–2014 (Vaughan and 

Finch, 2017). 
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o differential charges for services based on search history (so-called dynamic 

pricing);  

o search algorithms that prioritize sites that promote propaganda, racist, 

Islamaphobic, or other extreme views (Abdelaziz, 2017); 

o employment decisions, performance monitoring, and evaluation and rating of 

applicants and employees, who have no ability to challenge the criteria or 

assessments;  

o risk assessments for credit ratings or health insurance, based on assumptions about 

gender, race, income, and other factors; and  

o social and political manipulation by selective displays of information and 

advertising (for example, Google showing ads for prestigious jobs only to men 

(Carpenter, 2015).  

 

5.6 Legal protections  

There are various possible protections from the e-commerce rules, but they are very 

restricted.  

 

5.6.1 Schedules  

Parties cannot schedule limitations on the most significant obligations, which deal with 

movement of information, location of computing facilities, source codes and local content 

(except as a performance requirement). 

 

5.6.2 Consumer protection 

Consumers are likely to presume that their domestic laws, dispute mechanisms, and 

remedies apply to e-commerce transactions. Where the service is provided from offshore, 

they may become reliant on a foreign jurisdiction without knowing it. Some agreements do 

not impose any consumer protection obligations on the parties. For example, the EU Japan 

FTA merely recognises the importance of consumer protection measures.68 The TPP 

requires countries to adopt consumer protection laws but does not set any level, and restricts 

their scope to laws that ‘proscribe fraudulent and deceptive commercial practices that cause 

harm or potential harm to consumers engaged in online commercial activities’.69 Other anti-

                                                 
68 EU–Japan FTA, Article 9, Chapter VI: Electronic commerce. 
69 TPP, Article 14.7 
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consumer practices, such as re-routing, geo-blocking, and price discrimination are not 

mentioned.  

These flexibilities might reduce the compliance burden on ASEAN countries that do not 

yet have robust consumer protection regimes.70 But they presumably will want to improve 

those protections in the future. The trade in services disciplines on licensing requirements 

and procedures, technical standards, and administration of general regulations could restrict 

the quality of measures they can adopt. The transparency rules would also guarantee foreign 

states and foreign firms the right to lobby against effective new consumer protection laws. 

 

5.6.3 Privacy protection  

The TPP adopts a similar approach to ‘protection of personal information’ as it does to 

consumers, although it suggests parties ‘should take into account’ principles and guidelines 

of international bodies. This hands-off approach protects the US’s weak privacy regime. The 

US proposal in TiSA would allow private firms to decide how to reconcile the different 

privacy regimes that apply to a cross-border transaction.71 The EU is still holding internal 

discussions to find an acceptable balance between offshore data flows and the constitutional 

protection of privacy in its FTAs (Fortnam, 2017). 

 

5.6.4 The general exception 

The general exception offers a defence when a measure has otherwise breached a party’s 

obligations. The GATS exception is imported into most mega-agreements in relation to e-

commerce.72 However, the inclusion in the e-commerce chapters of some of these 

agreements of additional provisions on protection of personal information and of consumers, 

which use similar but different wording and which apply to only some e-commerce 

provisions, creates uncertainty.73 It could imply that the general exception does not apply to 

those provisions or is considered too narrow or too weak.   

 

                                                 
70 This gap is common across developing countries. Despite India’s promotion of free data flows in the 

WTO, as part of its Trade Facilitation in Services proposal, the Government of India announced only in 

April 2017 that it would develop a regulatory regime for data protection (PTI, 2017). 
71 TiSA, Article 4.3, Annex on Electronic Commerce, undated (November 2016). 
72 For example, GATS Article XIV is imported into TPP, Article 29.1.3. 
73 EU–Japan FTA, Article VI.4 Source Code.  
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The general exception in relation to consumer protection and privacy is certainly more 

restrictive than for health, environment, public order, and public morals. First, the measure 

must relate to one of two narrow matters:  

• fraud or default on services contracts (no other forms of consumer protection); or  

• processing and dissemination of an individual’s data and confidentiality (but not, for 

example, for use or storage of data). 

 

Next, the measure must be adopted to secure compliance with a law or regulation that 

is consistent with the agreement. A government might, for example, impose a local data 

processing requirement as part of implementing its privacy law. That measure would breach 

the data localization rule in the e-commerce chapter. The government could only rely on the 

exception if the privacy law itself was consistent with the agreement. The exception would 

not be available, for example, if the privacy law itself required data to be held in the country, 

required disclosure of source code, or was discriminatory in its treatment of foreign 

operators and therefore breached the government’s national treatment obligation.  

Third, the measure must be necessary to implement that law, meaning, there was no less 

burdensome approach reasonably available to do so. 

Finally, a measure that falls within the two narrow categories of consumer and privacy 

protections, implements a law that complies with the agreement, is the least burdensome 

approach reasonably available to do so, must also not involve arbitrary or unjustifiable 

discrimination between the countries where ‘like’ conditions prevail or be a disguised trade 

restriction that favours domestic suppliers or services.  

 

5.6.5 Censorship  

States are legitimately concerned to protect their regulatory sovereignty from binding 

and enforceable guarantees to foreign corporations. Yet corporations are not the only threats 

to citizens’ rights in the rapidly expanding digital domain. Powerful states have the 

technology and leverage to manipulate and censor information in ways that violate free 

speech and citizens’ rights in their own and other countries. All states have some capacity 

to do so by censoring free access to platforms and information, through law or practice, in 

violation of the right to freedom of opinion and expression under Article 19 of the Universal 

Declaration of Human Rights.  
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The mega-agreements make no genuine attempts to protect the interests of digital users 

as consumers, let along as citizens who have fundamental human rights. The general 

exception includes a category of measures to protect public order or morals, which is subject 

to a necessity test and the standard chapeau. China was allowed to invoked the public morals 

justification as a defence in the WTO dispute brought by the US over restrictions on the 

importation and distribution of goods and services with ‘cultural content’, but it failed to 

satisfy the necessity test because there were less restrictive alternatives (Pauwelyn, 2010). 

However, aggrieved citizens cannot bring a dispute challenging a measure for violation of 

their rights. They require another state party to do so, and its decisions will be driven by its 

own commercial and strategic interests. This dilemma highlights the inappropriateness of a 

trade agreement as the vehicle through which to devise an Internet governance regime that 

requires a balancing of diverse international and domestic obligations. 

 

5.6.6 Security exception  

The standard security exception applies across the mega-agreements. A state can judge 

for itself whether a measure is ‘necessary’ in its ‘essential security interests’. However, the 

defence is available only in limited circumstances. The most relevant situation is an 

‘emergency in international relations’. That seems to exclude longer-term measures that are 

precautionary or general, such as for cybersecurity.  

In TiSA, the US and several other countries proposed a specific security exception for 

the e-commerce annex that gives governments stronger rights: a government could define 

what are its ‘essential security interests’ and what action it considers is necessary to protect 

them.74 Japan asked for more clarity on what ‘essential security interests’ means. This 

approach would allow governments to exploit the elastic, self-defined concept of ‘security’ 

in an era of ‘terrorism’ and ‘cyber threats’ to their own purposes. It makes much more sense 

for governments not to adopt obligations for which they might require such an exception. 

 

 

6 The Challenge for ASEAN  

 

This paper shows that developing countries, including ASEAN, are rule-takers not rule-

makers in the new generation mega-agreements. The normative regime that is systematically 

                                                 
74 TiSA, Article 13, Annex on Electronic Commerce, undated (November 2016). 
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being developed aims to guarantee the continued monopoly of already dominant, mainly 

US, companies over source codes, data and digital technologies, and facilities. Parminder 

Singh warns of ‘a significant mismatch between the most important geo-economic and 

geopolitical implications of the digital phenomenon and the way developing countries have 

been viewing it at the global level. This has resulted in developing countries getting trapped 

in new extractive global economic relationships, and also excluded from processes shaping 

the global digital norms and policies’ (Singh, 2017:6). Of the large, well-resourced 

developing countries only China seems equipped to compete, and that prospect carries its 

own risks of dependency for ASEAN.  

It is crucial that ASEAN members have the time and flexibility to identify and develop 

appropriate national and regional regulatory frameworks that can advance their digital 

industrialization, individually and in solidarity. These frameworks might include rules on:  

 binding technology transfer and mandating disclosure of source code to encourage the 

development of infrastructure and domestic suppliers; 

 requiring data localization, joint ventures, and use of local facilities for the development 

of domestic capacities;  

 training of a skilled IT workforce; and  

 commitments to financial assistance for technology development and infrastructure in 

order to bridge the digital divide and facilitate e-commerce. 

The new normative regime that is being promoted by developed countries in the mega-

agreements, especially the TPP, RCEP, the WTO, and EU FTAs, would foreclose those 

options in ways that are practically impossible to undo. ASEAN members will need to resist 

those proposals if they are to maintain their regulatory sovereignty and the policy space to 

capitalize on the 21st century digital revolution. 
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